ABSTRACT

In 2017, when we discovered TRISIS, we were lucky. Triconex program downloads were in a native assembly language,
PowerPC, which matched the CPU we found in the Triconex. This meant that we could use standard reverse engineering
tools to examine the underlying code and firmware and understand the malicious code’s e ects on the system. But, this
situation is only sometimes the case across vendors. Rockwell is a major ICS vendor in the United States. While working on
separate research, we realized that their program downloads were not in a native assembly, and we didn’t have a way to



