
 
Ad Hoc Faculty Senate IT Committee Meeting 

23 August 2023 
9:00 AM, 1008B Center for Computation and Technology 

 
Minutes of the Meeting 

 
I.  Call to Order: Singh called meeting to order at 9:00 am 

II. Roll Call  

Present: Param Singh (Chair), Gerry Knapp (Secretary), Ken Lopata, Juana Moreno, Sam 
Robison, Larry Smolinsky, Craig Woolley (Ex-officio), Sumit Jain (Ex-officio) 

            Absent: Scott Baldridge 

III. Public Comments: None 

IV. Ad Hoc FS IT Meeting Minutes Approval from 9 June 2023: No amendments proposed. 
Moreno moved to approve the minutes. Passed unanimously. 

�9�����&�K�D�L�U�·�V���8�S�G�D�W�H�V: Singh did not have a

 to minutes below for the summary.  Jain 
confirmed that all recommended changes were accepted by the governance committee and 
academic affairs. 

�x Moreno requested that it would be useful for the committee to see example baselines 
before end of current review cycle; Jain indicates they are currently working on the 
baselines, so should be possible. 

..

       

 

done easily, no 
formal approval will be needed. 

�x PS-121-ST-2: Lopata and Moreno raised concerns 



�x Jain notes that data governance related sections may require modification as Dr. Arbuthnot 



Addendum 1 
Summary of Spring/Summer Policy and Standard Changes 

 
PS-120 
Policy Statement 

�x Added definitions for Incident, Incident Response, and IT Asset.��
�x Added examples for Data Functional Owner, Data Steward, and Data Custodian (A.1)��
�x Added the following in D.3. for Policy Management:��

o “LSUAM must define an exceptions process for all policies and standards 
including appeals process for exceptions that are denied.” 

�x Added Section E titled “Policy and Standard Non-compliance”��
o “Non-compliance with any IT Security policies and standards may result in 

blocking of network access of IT asset(s) and/or user(s) until the identified 
issue(s) has been resolved in collaboration with appropriate support personnel 
and/or user, where applicable.” 

PS-120-ST-1 
�x Added additional context to the role of Data Functional Owner:��

o “As it relates to 

it

it



reviewed by IT Governance Council (ITGC) subcommittees – Department IT 
Subcommittee and Research Technology Subcommittee, and Ad-hoc Faculty 
Senate IT Committee (FS IT Committee) prior to being submitted to ITGC for 
review and approval. Where applicable, stakeholders such as Subject Matter 
Experts, functional/technical teams impacted by policies, etc., should be included 
in the review process for new and/or updates to policies and standards. Any 
changes to baselines must be reviewed by LSUAM ITGC and/or its designee.” 

�x A sub-point was added to Point F in relation to exception:��
o “If an exception request is denied, the submitter of the request can appeal the 

decision to the panel of Chairs and/or designee of Department IT Subcommittee, 
Research Technology Subcommittee, and Ad-hoc Faculty Senate IT Committee (FS 
IT Committee)” 

 

PS-



o “Data created on LSUAM information systems shall be deemed the property of 
the University unless otherwise stipulated by intellectual property agreements or 
other legal arrangements with the University.” 

�x Section D, point 1.c., was rephrased as below:��
o “BYOD devices should not be configured in a manner that increases the risk to 

the University’s environment. Where a device configuration is modified, e.g., 
jailbreaking a device, appropriate measures must be taken to 

浡渀渀敲



�x Definition of Software as a Service (SaaS) was added as – “The capability provided to a 
consumer to access or use a provider’s application running in a cloud infrastructure. 
SaaS can also be 



o Legally obtained libraries (e.g., R package, Python module, C library, etc.) used in 
programming activities, used solely in accordance with all terms of any 

accompanying license. 
o Any software that has been approved as part of Software Acquisition Process and 

is on the current list of approved software published by ITS for the intended use 
case (e.g., instructional, administrative, research, etc.).” 

�x Section B point 2 was added for Software as a Service (SaaS) acquisition. The content of 
the subsection is as below:��

o For the purposes of this policy SaaS does not include social media sites (e.g., 
LinkedIn, Facebook, etc.); however, any business subscriptions for such sites are 
in scope (e.g., LinkedIn Recruiter). 

o As per PM-50, software subscriptions/licenses for any cloud applications, 
regardless of cost, utilized to conduct university business that involve private 
and/or confidential data or purchased using University funds must not be utilized 
and/or acquired without appropriate review and approval as outlined in the 
University processes for Software Acquisition. Cloud applications must be utilized 
in accordance with all license terms and conditions provided the license 
moreover: 
 Allows for the cloud applications to be utilized by an enterprise entity 

such as LSUAM and is not exclusively a personal use license.
 Allows for the data being utilized within the cloud application to remain 

under the ownership of the University and/or appropriate Data 
Functional Owner and is not subject to any ownership rights by the 

 

-and



o As per L.R.S 44:1, communications through DCS related to university business can 
be subject to public records or legal requests and it is the responsibility of the 
University and/or individual users to respond to such requests appropriately. 

�x Section E point 4 required additional clarification language as below:��
o “Academic activities, including research, that engage with such content are 

allowed provided such activities do not violate any University policies, local, 
state, or federal law.” 

 

PS-124 
Policy Statement 

�x Section A, point 1 was rephrased as below:��
o “LSUAM must establish and maintain a Data Governance Framework through a 

subcommittee under the purview of LSUAM IT Governance. The responsibilities 
of the subcommittee must be defined by IT Governance. 

�x Section B, point 3 was added as below:��
o “LSUAM shall define processes and procedures for disposal of data, as per data 

classification.” 

PS-124-ST-1 
�x Removed original Point A that referenced Data Governance subcommittee as it was 

moved to policy statement.��
�x Changed Public Data to Discretionary Data.��
�x Compressed the Appendix A table to clearly outline the description of different data 

classification as below:��
 

 Confidential Data 
(highest, most 
sensitive) 

Private Data 
(moderate level of 
sensitivity) 

Discretionary



 modification of 
such data poses a 
significant risk to 
the University. 

moderate risk to 
the University. 

such data poses a 
low risk or poses 
little harm to the 
University. 

 



o “LSUAM must define appropriate assessments to be conducted which will help in 
development of…” 

PS-124-ST-4 
�x Added definition of personal information:��

o “An individual’s first and last name with any one or more of other identifiable 
data elements including, but not limited to, Driver License, Social Security 
Number, Date of Birth, Credit and/or Debit Card number (with any required 
security code, access code, or password), Bank account information, Passport 
Number, and Biometric data.” 

�x Point 6, 7, and 8 were combined and rephrased as below:��
o “LSUAM must establish University level processes and procedures to: 

a. Provide access to Users to the personal information collected from them. 
b. Allow users to review, update, and correct any personal information 

collected and stored. 
c. Allow users to remove collected personal information, where applicable. 

NOTE: individual departments/units/LSU employees responsible for collected 
data can also address such requests, where applicable.” 

 

PS-126 



�x Section B, point 3 (new point) was rephrased as – “LSUAM and affiliated websites (e.g., 
LSU website, myLSU portal, Workday, etc.) and web-based applications must be served 
via HTTPS (TLS 1.2 or greater) regardless of data classification.”��

�x A note was added to the end of Section B – “NOTE: Points 4 through 7 would generally��

be met by system and/or application administrators and should not impact users.” 
�x The following was added



12 
 

�x System/application developers should ensure that Data Encryption 
Keys for data in transit be changed, at a minimum, once per session or 
every 24 hours whichever is shorter.��

�x Master keys are to be changed, at a minimum, annually. This 
would generally be applicable for encryption key management 
solutions.��

�x System/application developers should ensure that Key Exchange Keys 
be changed, at a minimum, twice a year.”��

�x Section D, point 14 was rephrased as – “Changes to role of key custodians, such as 
separation from the University and/or move to positions outside a unit, shall result 
in key revocation and replacement of encryption keys managed by the key 
custodian.”��

 

All

 


