Ad Hoc Faculty Senate ITCommittee Meeting
30August2023
8:45AM, 1008B Center for Computation and Technology

Minutes of the Meeting

|. Call to Order:Singh called meeting to orde8.dbam
Il. Roll Call

Present:Param Singh (Chair), Gerry Kn&ppcretarypcott Baldridg&en LopataJuana
Moreno, Sam Robisdrarry SmolinskyGraig Woolley (Eafficio), Sumit Jain (Eofficio)

Absent:None
[1l. Public Comments: None

IV. Ad Hoc FS IT Meeting Minutes Approval from 23 August 2023:No amendments proposed.
Morenomoved to approvihe minutesPassednanimously

V. New Business
1. PS122

x JainNotedLSUis requiredoy GrammLeachBlileyAct (GLBA) andPM 36to conduct
theriskassessmeattivityeachyearTheyareaimingto makethesestandardsonsistent
across. SU



producedy othercommerciaioolson the marketTSPscanrequesauthenticatedcans;
thisdoesrequiregivingpermissiorto anlTS-controlledaccounbn thetargetmachines.
Authenticatedcansanprovidemuchmoreinformationon vulnerabilies TSPscanalso
provideanexplanatiof whyflaggedrulnerabilitiearenot real(Linux backportingor
examplelandITS canmarksoit is not flaggedagainn futurescans.

Moreno:Don't getcommunicatiomn scandeingperformed.

JainTSPsareinformed.

SectionA.1: Timeframeof systemsecurityassessments

Jainreplacedits" with "their* to avoidconfusiorwith "ITS".

Section®\.2, A.3:Systensecurityassessments

Jainclarifiedprimarilyfor port exposureéhrough'firewall'to externahetwork
LopataandBaldridgeprovideexampleandlink to whererequest$or theseexceptions
throughLSUfirewallaredescribedPS131ST-2). Jainmadechanges.
SectionA.4:Internalvulnerabilityscans

Jainclarified'withoutacces$o internet"as"systemsvithoutacces#o networksoutside
of LSUAM"in document.

BaldridgeChangésystem'to "IT Assets'throughoudocumentJainwill makechanges)
Jainchangedveeklyto regulaasthis maychangen the future.
SectionA.5:Internalsecurityassessmerasidselfphishingexercises
SmolinskyFacultydon'tlike "psychologicédraining”of phishingexercises.
JainSome% of user



